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OAKLEY HEALTH GROUP 

DISCLOSURE OF INFORMATION FOR SECONDARY PURPOSES 

REVIEW DATE: 28.12.20 

REVIEWED BY: Dr Neil Bhatia 

NEXT REVIEW: 25.05.21 

 

This policy covers requests for disclosure of information, as held by 

Oakley Health Group (hereby referred to as “we” or “the Practice”), for 

secondary purposes (that is, purposes beyond direct medical care). 

 

Caldicott Principles 

 
Oakley Health Group (thereafter referred to as “we” or “our”) will comply 

with, be mindful of, and refer to the Caldicott Principles for all our data 

processing activities: 

 

1. Justify the purpose(s) 
 

2. Don’t use personal confidential data unless it is absolutely necessary 

 

3. Use the minimum necessary personal confidential data 
 

4. Access to personal confidential data should be on a strict need-to-know 

basis 

 
5. Everyone with access to personal confidential data should be aware of 

their responsibilities 

 

6. Comply with the law 
 

7. The duty to share information can be as important as the duty to 

protect patient confidentiality 

 

 

Article 5 of the EU GDPR data protection principles 

 

Oakley Health Group will comply with, be mindful of, and refer to the 
Article 5 EU GDPR Principles for all our data processing activities: 

 

Personal data shall be: 

 
a) processed lawfully, fairly and in a transparent manner in relation to 

individuals (lawful purpose) 
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b) collected for specified, explicit and legitimate purposes and not further 

processed in a manner that is incompatible with those purposes 

(purpose limitation) 

c) adequate, relevant and limited to what is necessary in relation to the 

purposes for which they are processed (data minimisation) 

d) accurate and, where necessary, kept up to date (accuracy) 

e) kept in a form which permits identification of data subjects for no 

longer than is necessary for the purposes for which the personal data are 

processed (storage limitation) 

f) processed in a manner that ensures appropriate security of the 

personal data (confidentiality) 

 

The Common Law of Confidentiality (CLoC) 

Oakley Health Group will comply with, be mindful of, and refer to the 

Common Law of Confidentiality for all our data processing activities: 
 

If information is given in circumstances where it is expected that a duty of 

confidence applies, that information cannot normally be disclosed without 

the data subject’s consent. 
 

All patient information, whether held on paper, computer, visually or 

audio recorded, or held in the memory of the professional, must not 

normally be disclosed without the consent of the patient. It is irrelevant 
how old the patient is or what the state of their mental health is; the duty 

still applies. 

 

The four sets of circumstances that make disclosure of confidential 
information lawful are: 

 

● where the individual to whom the information relates has given 

consent 

● where disclosure is in the overriding public interest 
(such as to safeguard the patient or another person) 

● where there is a legal duty to do so, for example a court order 

● where there is a statutory basis that permits disclosure such as 

approval under Section 60 of the Health and Social Care Act 2001 
(COPI regulations 2002, often referred to as “s251 authority”) 

 

Under common law, a healthcare provider wishing to disclose a patient’s 

personal information to anyone outside the team providing care should 
first seek the consent of that patient. This includes transfer of the 

information to a data processor. 

 

For direct medical care (primary purposes), this is usually implied 

consent. 

 

For secondary purposes, this must be explicit consent. 
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Where this is not possible, an organisation may be able to rely on 

disclosure being in the overriding public interest. However, whether a 
disclosure is in the public interest is not a decision to be taken lightly. The 

judgement to be made needs to balance the public interest in disclosure 

with both the rights of the individual(s) concerned and the public interest 

in maintaining trust in a confidential service. Solid justification is therefore 
required to breach confidentiality and specialist or legal advice should be 

sought before the information is disclosed. Any decision to disclose should 

be fully documented. 

 

Where the disclosure relates to groups of patients rather than individuals, 
e.g. for clinical audit or medical research where identifiers are required 

and consent is genuinely not practicable, then support under Section 60 

of the Health and Social Care Act 2001 may be sought through application 

to the Confidentiality Advisory Group (s251 COPI 2002). 

 

What are Secondary Purposes? 

Many organisations make requests to GP surgeries for information, 

derived from the electronic GP records, for secondary purposes (that is, 

unrelated to direct medical care – examples include commissioning, 

service planning, “analytics”, population health management, “evaluation 

of new projects or care models”, commercial and even political purposes). 

 
What is “Confidential Patient Information”? 

 

The term “confidential patient information” is defined in law  

(http://www.legislation.gov.uk/ukpga/2006/41/section/251 ). 
 

It includes patient information to which a duty of confidentiality is owed 

under common law. 

 
Personal data including any health-related information (including where 

health-related information can be derived from context) or health-related 

information in a context from which personal data can be identified, would 

be confidential patient information. 

 
What is “processing” 

 

(2) ‘processing’ means any operation or set of operations which is 

performed on personal data or on sets of personal data, whether or not 
by automated means, such as collection, recording, organisation, 

structuring, storage, adaptation or alteration, retrieval, consultation, use, 

disclosure by transmission, dissemination or otherwise making available, 

alignment or combination, restriction, erasure or destruction; 
Article 4 GDPR

https://www.hra.nhs.uk/documents/223/cag-frequently-asked-questions-1.pdf
http://www.legislation.gov.uk/ukpga/2006/41/section/251
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GMC Guidance 

 
https://www.gmc-uk.org/ethical-guidance/ethical-guidance-for-

doctors/confidentiality/using-and-disclosing-patient-information-for-

secondary-purposes  

 
85 

If it is not practicable for the information to be anonymised within the 

direct care team, it may be anonymised by a data processor under 

contract, as long as: 

• there is a legal basis for any breach of confidentiality 
(see paragraph 80) 

• the requirements of data protection law are met 

(see the legal annex), and  

• appropriate controls are in place to protect the information 
(see paragraph 86) 

 

80 

You may disclose personal information without breaching duties of 
confidentiality when any of the following circumstances apply. 

• The disclosure is required by law, including by the courts (see 

paragraphs 87 - 94). 

• The patient has given explicit consent (see paragraph 95). 

• The disclosure is approved through a statutory process that sets 
aside the common law duty of confidentiality (see paragraphs 103 - 

105). 

• The disclosure can, exceptionally, be justified in the public interest 

(see paragraphs 106 - 112). 
 

 

BMA Guidance 

 
https://www.bma.org.uk/advice-and-support/ethics/confidentiality-and-

health-records/disclosing-patient-data-for-secondary-purposes  

 

Explicit patient consent is needed for the use of confidential patient 
information for secondary purposes. 

 

Confidential patient information may be disclosed for secondary uses 

without explicit consent if: 

• the disclosure of confidential patient information has been 
authorised by the Health Research Authority’s Confidentiality 

Advisory Group (CAG) under section 251 of the NHS Act 2006 (in 

England and Wales) 

https://www.gmc-uk.org/ethical-guidance/ethical-guidance-for-doctors/confidentiality/using-and-disclosing-patient-information-for-secondary-purposes
https://www.gmc-uk.org/ethical-guidance/ethical-guidance-for-doctors/confidentiality/using-and-disclosing-patient-information-for-secondary-purposes
https://www.gmc-uk.org/ethical-guidance/ethical-guidance-for-doctors/confidentiality/using-and-disclosing-patient-information-for-secondary-purposes
https://www.bma.org.uk/advice-and-support/ethics/confidentiality-and-health-records/disclosing-patient-data-for-secondary-purposes
https://www.bma.org.uk/advice-and-support/ethics/confidentiality-and-health-records/disclosing-patient-data-for-secondary-purposes
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• it is a disclosure made under the ‘Confidentiality and Disclosure 

of Information Directions 2013’ 

 

This provides a limited statutory basis for some specific 

disclosures where it is not possible to obtain express consent 
and where it is not feasible to anonymise data. These specific 

disclosures include secondary uses relating to the financial and 

management arrangements of the NHS, eg QOF reviews or 

investigating complaints 

• it is otherwise required by law 

 

NHS Digital Guidance 
 

https://digital.nhs.uk/services/data-access-request-service-dars/dars-

guidance/data-sharing-standard-7b---duty-of-confidentiality  

 
When is disclosure of confidential information permitted? 

 

There should be no use or disclosure of any confidential patient 

information for any purpose other than the direct clinical care of the 

patient to whom it relates, however there are some broad exceptions. 
 

1. The patient explicitly consents to the use or disclosure. 

2. The disclosure is required by law, or the disclosure is permitted 

under a statutory process that sets aside the duty of confidentiality. 

3. The disclosure can be justified in the public interest. 

 

 

 

Data Extraction 

 

The Practice should not, and must not, have data extracted from us 
without us knowing about it. 

 

Assessing requests for information for secondary purposes 

 
It is important to carefully evaluate such requests, and ask: 

 

● Is this a mandatory request for information (a legal obligation)? 

● If not, what is the legal basis for processing such information? 

o How is CLoC met? 

o Article 6? 

o Article 9? 
 

● Who is the requesting organisation? 

● Who will have access to the data once extracted? 
 

https://digital.nhs.uk/services/data-access-request-service-dars/dars-guidance/data-sharing-standard-7b---duty-of-confidentiality
https://digital.nhs.uk/services/data-access-request-service-dars/dars-guidance/data-sharing-standard-7b---duty-of-confidentiality
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● What information – exactly – is being requested? 

● For what purpose – exactly – is the information requested? 

● How long will the data be held for? 

● What happens to it afterwards? 
 

● In what format is the information to be supplied? 

(aggregate, anonymised, or personal data) 

● If personal data, why can’t it be anonymised? 
 

● Is there data minimisation? 

 

● How can patients object to, or opt-out of, this processing? 

● What fair processing information will we need to provide? 
 

● Do we (the data controller) need to perform a Data Protection 

Impact Assessment (DPIA) before agreeing to process this data? 

 

And – very importantly – just because we can release information in this 

way, should we? 
 

Oakley Health Group will need to assess all such requests for information 

with utmost care to avoid a personal data breach. 

 
Permissive (non-mandatory) requests, including those authorised under 

s251 of the NHS Act 2006, mean that the practice can refuse to supply 

the information. 

 

Whether funding is provided, and how much staff time will be involved in 
processing the data, are other factors to consider. 

 

 

Anonymised/Aggregate Information 

 

The second Caldicott Principle clearly states: 

 

2. Don’t use personal confidential data unless it is absolutely necessary 

Ideally, all information exported out of the GP surgery for secondary uses 

will be non-personal data, and so out with the DPA/GDPR. Care must be 

taken to ensure that such data could not be identified – it should be in 

line with the ICO’s Code of Anonymisation. In particular, care should be 

taken to ensure that combining the non-personal data with data publicly 

available (e.g. open data, data from social media, or data previously 

provided to an organisation) will not result in possible re-identification of 

individuals. 

It is important to understand that personal data provided to a third party, 

to be subsequently anonymised (or pseudonymised) for secondary 

purposes, is still processing of personal data (as is the anonymisation 

https://ico.org.uk/media/for-organisations/documents/1061/anonymisation-code.pdf
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itself by the processor) and requires a lawful basis (or bases) as well as 

compliance with the common law of confidentiality. 

One of the definitions of processing is “adaptation and alteration” of data. 

The ICO has made it clear that: ”if you can reasonably achieve the same 

purpose without the processing, you won’t have a lawful basis.” 

So if the Practice can provide the information requested in an 

anonymised/aggregate format, and this will achieve the aim of the 

requestor, then it will not be lawful to export (i.e. process) personal data.  

https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-

regulation-gdpr/lawful-basis-for-processing/  

 

Personal Data 

 

https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-

regulation-gdpr/key-definitions/what-is-personal-data/  

 

Personal data provided to a third party can only be done so (i.e. 

processed): 

1) When is satisfies the Common law of Confidentiality (CLoC) 

2) When there is a legal basis (or bases) for such processing 

3) In line with the Caldicott principles and the principles of Article 5 of 

the GDPR 

4) When it is not possible to provide the data in a de-identified format 

 

That means that, in most cases, data supplied in this way will require 

either the explicit consent of patients or s251 approval. 

https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/lawful-basis-for-processing/
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/lawful-basis-for-processing/
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/key-definitions/what-is-personal-data/
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/key-definitions/what-is-personal-data/
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In the absence of explicit consent, i.e., when the CLoC is being set aside 

under s251 approval, patients must be provided with fair processing 

information and the right to object (or opt-out). 

 

Such data extractions may also need to refer to the patient’s National 

Data Opt out status. 

Consideration should also be given to how any such opt-out or objection 

to the processing of data for this secondary purpose will impact on other 

data sharing schemes (that might share the same opt-out/objection 

mechanism). 

Even though consent is not the legal basis for processing personal data 

for research (we use Articles 61e and 92f), the common law duty of 

confidentiality has not changed under GDPR/DPA 2018, so: 

● Explicit consent is still needed for people outside of the care team to 

access and use confidential patient information for research or for 

any other secondary uses, 

● Unless there is support under COPI 2002/s251/CAG which would set 

aside the CLoC 

 

Data Processors 

Personal data supplied to a third party (such as a CSU) will result in that 

organisation acting as a data processor. 

Organisations do not have any legal right to access confidential personal 

information simply by virtue of being a data processor – consent or some 

statutory provision will still normally be required. Confidentiality must be 

maintained within and across an organisation and a data controller must 
have a lawful basis for sharing confidential information with a data 

processor. 

 

Providing that data processor with personal data must: 

● satisfy the CLoC, and 

● have a legal basis for each processing purpose 

 

Accordingly, any such processing must: 

● have in place a controller-processor contract in place, and 

● fulfil the core principles detailed below 

 

Pseudonymised data 

 
Data processors, in some circumstances, pseudonymise data prior to 

further processing (e.g., subsequent release as anonymised data). 
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Pseudonymisation is a measure by which personal data cannot be 

attributed to the data subject without additional information, which is 
kept separately. The ‘key’ that enables re-identification of the data 

subjects must be kept separate and secure. 

 

Data that have undergone a pseudonymisation process remain personal 
data. There is no concept of ‘pseudonymised data’ under EU law. 

 

The GDPR makes clear that data protection rules and legislation apply to 

pseudonymised data. Personal data which have undergone 

pseudonymisation, which could be attributed to a natural person by the 
use of additional information should be considered to be information on 

an identifiable natural person (Recital 26). 

 

It is important to realise that data that has been pseudonymised (with 
identifiers separated), where the dataset and identifiers are held by the 

same organisation (i.e., the data processor), is still personal data. 

 

So, although pseudonymisation can reduce security risks to the data 

subjects, it is not exempt from the scope of the GDPR.  

Pseudonymisation does not render personal data as non-personal. 

Pseudonymisation does not render confidential data as non-confidential. 

The Practice must carefully assess all data extracted or exported outside 

of the surgery database and determine whether such data is truly 

anonymised or actually personal data, in line with the ICO’s guidance, the 

Code of Anonymisation, and guidance from the Article 29WP. 

For all our data processors we will ensure that the following processor 

obligations are in place: 

 

● Provide guarantees that technical and organisational measures have 
been taken to ensure compliance with GDPR (Art.28(1) 

+Art.40,42). This includes pseudonymisation, encryption, 

confidentiality, integrity, restorability and regular testing. 

 

● Receive our prior written consent before engaging another 
processor (Art.28(2)). 

 

● Make sure there is a contract in place between us and the data 

processor that sets out duration, subject-matter of processing, type 
and categories of data, as well as rights and obligations of the 

controller (Art.28(3)).  

 

● Ensure appropriate measures are in place to ensure confidentiality 
of personal data, such as staff confidentiality agreements. 

 

● At our choice, ensure to delete or return all data after the end of 

service provision and delete existing copies, unless otherwise 

required by law. 
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● Notify us without delay of any breaches. 
 

● Provide all information to us needed to demonstrate compliance 

including audits. 

 
● Only transfer data to a third country where there are appropriate 

safeguards in place. 

 

● Ensure to only process data in accordance with the GDPR, Data 

Protection Act 2018 and the Common law of Confidentiality. 
 

● Ensure to only process data in accordance with the Caldicott 

Principles and Article 5 of the GDPR. 

 
● Ensure to only process data on specific, documented instruction 

from us. 

 

● Ensure that at all times we remain the data controller and in control 
of every aspect of processing undertaken on our behalf. 

Data controllership is a matter of fact and cannot be waived,  

re-assigned or delegated by contract terms. 

 

● Ensure that processors are not placed in a position where they are 
effectively a data controller for our patient’s information. 

 

● Immediately inform us if in its opinion an instruction infringes GDPR 

or other member state law. 
 

● Where appointing a sub-processor, ensure the same contract as 

between the processor and us is entered into by the processor and 

the sub-processor. 
 

● If necessary, appoint a Data Protection Officer. 

 

● Maintain a record in writing of all categories of processing activities 
carried out on behalf of the controller and details thereof. 
 

● Assist the controller with any response to the exercise of data 

subject rights. 
 

 

Staff awareness 

A “Common Law of Confidentiality” factsheet has been produced and 

disseminated. 

 
https://www.dropbox.com/s/f78qk6axdib2zta/CLoC%20Factsheet%20OHG.pdf  

 

Dr Neil Bhatia will keep this document updated, as required. 

https://www.dropbox.com/s/f78qk6axdib2zta/CLoC%20Factsheet%20OHG.pdf

